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Network Vulnerability & Risk 
Assessment. 

 
Structured Test profile for 

SecureScout™ to ensure GLBA 501(B) 
compliance for assessing, managing 

and controlling risk 
 
 
Meeting regulatory compliance standards 

concerning the protection of customer 

information is a daunting and resource-

intensive task. The ever-increasing frequency 

and destructiveness of cyber attacks puts 

mounting pressure on the CISO to protect vital 

customer information and avoid legal action. 

 

Comprehensive reporting to keep all levels of 

the organization informed on your Information 

Security posture.  From Executive level 

summaries to detailed remediation procedures; 

your institution works efficiently and intelligently 

to demonstrate audit requirements. Visibility to 

assess the information security posture and 

performance of individual divisions, offices and 

branches. 

 
 
Delivering the highest degree of risk 

assessment, the most efficient scanning 

engine; coupled with the revolutionary 

distributed architecture, GLBA Safe Scan 

enables  You can demonstrate that you are 

proactively protecting your digital assets and 

avoiding a breach of customer information 

systems. 

GLBA Safe Scan 
 

 
Administrator’s Report 

 

 
 

                 Vulnerabilities by Risk Report 
 



 

 

 

• A Solid Partner for Compliance Audit  
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With the best performance, lowest number of false-

positives, highest number of found vulnerabilities; the 

SecureScout scanning engine is the best risk 

assessment solution available on the market  today. 

Our Security expects have a collective experience 

base of over 72 years. 

 

• Strong, Unified front for regulatory 
compliance 

With over 2000 customers worldwide and growing; You 

benefit from the collective experiences of thousands of 

your colleagues around the world.  Leverage the 

experiences of all of these organizations sharing the 

same concerns for protecting customer information. 

 

• Automated updates 

netVigilance security experts continually research 

information sources for new vulnerabilities, so you can 

focus on other core tasks and can be confident that 

you are scanning for the most recently discovered 

vulnerabilities. Through differential reporting, you can 

easily benchmark your security level at various points 

in time and document that flaws have been eliminated. 

 

• Concurrent test Case Database 

Your SecureScout Vulnerability scanning engine is 

updated weekly with the latest tests for the most recent 

vulnerabilities.  Our Security Operations Experts are 

vigilantly monitoring all emerging threats to ensure that 

your network is protected from malicious attacks. 

 

 

GLBA Specific Vulnerabilities 
 
 

 Root Access 
 

 Execution Arbitrary code  
 

 Directory traversals  
 

 Default / Weak passwords 
 

 File uploading  
 

 Trojans/backdoors  
 

 Possible sniffer (ARP 
Promiscuous)  

 
 Data 

reading/alteration/deletion  
 

 Creation of new user accounts  
 

 Escalation of authorized user 
privileges  

 
 kazaa/Morpheus/Shareaza/Ya

hoo IM vulnerabilities 
 

 File/Folder/share 
mounting/viewing 

 
 Outdated Virus Definitions 

 
 Cross-Site Scripting (XSS) 

 
 Hotfixes to Excel, outlook, 

Internet Explorer, etc 
 

 Web site source code access 
 

 Anonymous FTP and writable 
FTP 

 
 HTTP Directory listing 

 

 Database security  
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